

[bookmark: _heading=h.oj9ggq4wq0cv]HARTNELL COMMUNITY COLLEGE DISTRICT

AP 3775	Use of Artificial Intelligence Tools
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References:	Government Code Section 11546.45.5 subdivision (a)(1)

Responsibilities:

The Vice President of Information Technology shall administer this procedure.
 
This procedure applies to all District students, faculty, and staff, and to others granted use of District information resources (users). District students, faculty, staff, and users acknowledge that the use of Generative Artificial Intelligence (AI) tools are intended for professional, academic, and responsible use only.

Definitions:

Artificial Intelligence (AI): Artificial Intelligence is an engineered or machine-based system that varies in its level of autonomy and that can, for explicit or implicit objectives, infer from the input it receives how to generate outputs that can influence physical or virtual environments.

Generative Artificial Intelligence: Generative AI is a type of artificial intelligence that can create new content, such as text, images, audio, video, or code, by learning patterns from existing data, and generates original outputs that resemble human-created content.
 
Personally Identifiable Information (PII): PII data includes, but is not limited to, a person’s name, address, email address, telephone number, Social Security Number, or other information that can uniquely identify a person.
 
Guidelines for Use:
Use of AI tools must align with the guidelines and procedures outlined in BP 3800, and AP 3800 and BP/AP 3720, Computer and Network Use policy.
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AI should not replace human judgment in critical decision-making processes and AI content should be fact-checked and reviewed for errors before being utilized in official or academic work.
 
Users are prohibited from:
Using any AI system to access, create, or display harmful or inappropriate material that is threatening, obscene, disruptive, or sexually explicit, or that could be construed as harassment or disparagement of others based on their race/ethnicity, national origin, sex, gender, sexual orientation, age, disability, religion, or political beliefs or interact with the AI in a manner that supports any of the above.
 
Sharing confidential information or PII with AI systems, including but not limited to, FERPA-protected information, health information protected by HIPAA, information related to employees and employee performance, intellectual property not publicly available, and other data deemed confidential by the District.
 
Sharing AI information with the intent to impersonate, threaten, intimidate, harass, or ridicule a person.


 
Legal Procedures:
[bookmark: _GoBack]This procedure exists within the framework of the District Board Policy and state and federal laws. A user of District information resources who is found to have violated any of these procedures or the related policy will be subject to disciplinary action up to and including but not limited to loss of information resource privileges; disciplinary suspension or termination from employment or expulsion; or civil or criminal legal action.
 
Approved AI Applications:
[bookmark: bookmark=id.9yxy81mlzmya]Only AI applications reviewed and approved by the District’s Office of Information Technology Resources may be used for administrative functions. Any proposed use of new AI applications must undergo a formal assessment for security, privacy, and compliance risks.
 
Data Privacy and Security:
Faculty, staff, students, and users of AI tools must comply with District data protection guidelines, including FERPA and District privacy policies. Only data that may be designated by the District or by state or federal statue as generally available and/or intended to be provided to the general public, and disclosure does not expose the District to financial loss or jeopardize the security of the District’s information assets can be used in Generative AI tools.
 
Ethical Considerations:
Faculty, staff, students, and users of AI tools must uphold ethical principles when using AI tools, including ensuring fairness and mitigating biases in AI-generated content, recognizing and addressing AI limitations in accuracy and reliability, and respecting intellectual property rights when using AI to generate or modify content.




Training and Support:Equitable and Bias-Aware Use of AI:
The District will provide training and resources on AI literacy, including but not limited to, workshops and online training modules on ethical AI use and guidelines on recognizing biases and limitations in AI outputs.
 







